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WHO WE ARE
qLegal is a part of a wide network 
of UK and EU based pro bono 
clinics that provides free legal 
advice, workshops and resources 
to start-ups and entrepreneurs.

qLegal is composed of high calibre
postgraduate law students from 
Queen Mary University of London 
and are supervised by practicing 
lawyers from leading UK law firms 
who volunteer their time.



WHO WE ARE
qLegal Public Legal Education (PLE) 
Team

§ Khristine Jane Ejercito, 
LLM in Public International Law

§ Muskan Mahajan,
LLM in Public International Law

§ Supervised by:
Eliza Platts-Mills,
qLegal Lecturer and Head of PLE

External Supervisors

§ Dan Alam
§ Georgia Wright



WHAT WE WILL COVER
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§ Role of Social Media in Business
§ Social Media Law



GUESS THAT 
SOCIAL MEDIA 

LOGO



ANSWER KEY



SOCIAL MEDIA
Forms of electronic 
communication (such as websites 
for social networking and 
microblogging) through which 
users create online communities 
to share information, ideas, 
personal messages, and other 
content (such as videos)

Source: Merriam Webster



HISTORY OF SOCIAL MEDIA
Image from Future Marketing
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ROLE OF SOCIAL MEDIA IN BUSINESS
§ Search Engine 

Optimization (SEO) and 
Link Building

§ Brand Awareness and 
Exposure

§ Real-time marketing
§ Encourages engagement
§ Amplifies content reach
§ Minimizes marketing costs
§ Humanizes your business



BREAKOUT SESSION



SOCIAL MEDIA LAW



SOCIAL MEDIA LAW
In a nutshell, it covers legal 
issues related to user-
generated content and the 
online sites that host or 
transmit that content.  Some 
of the concerns raised by 
social media might include 
issues on data protection, 
intellectual property, 
advertising law and many 
more.

Image from Corporate Compliance Insights



ADVERTISING LAW
ADVERTISING STANDARDS 
AUTHORITY (ASA)

§ It is the UK’s independent 
advertising regulator which 
makes sure ads across UK media 
stick to the advertising rules (the 
Advertising Codes).

§ Influencer is anyone who has 
been paid by a brand to 
advertise a product on their own 
social media, because of their 
influence

Image from Los Angeles Times



ADVERTISING LAW
COMMITTEE ADVERTISING 
PRACTICE LTD. (CAP CODE)

§ CAP Code mandates that all 
advertising needs to be 
obviously identifiable.  This 
means that when a consumer 
sees an ad, it should be 
obvious to them that they are 
looking at an ad.

§ Distinguish whether the ad is 
posted by the brand itself or 
the influencer

Image from Search Engine Journal



CONSUMER PROTECTION LAW
COMPETITION & MARKETS 
AUTHORITY (CMA)

§ The CMA requires social media 
influencers to follow the Consumer 
Protection from Unfair Trading 
Regulations (CPRs).

§ Under the CPRs, promoting a 
product in the media without 
disclosing that the promotion has 
been paid for by the trader of the 
product is a prohibited unfair 
commercial practice.

Image from The Manifest
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CASE STUDY
MONDELEZ UK LTD, 26 Nov 2014

In 2014, five advertorial YouTube videos 
from vloggers were ruled to breach the 
Code because their commercial intent was 
not clear prior to consumer engagement. 
Although phrases like “Thanks to Oreo 
for making this video possible” were 
included verbally or in the description of 
the videos, consumers would only see 
these after they’d already clicked to start 
watching, and the presentation of each ad 
was very much in keeping with the editorial 
style of the respective channels. 

Image from The Guardian



GENERAL DATA PROTECTION LAW
DATA PROTECTION ACT OF 2018 
(DPA) and the UK General Data 
Protection Regulation (UK GDPR)

Data protection is the fair and proper 
use of information about people.  It is 
about ensuring that organisations 
treat personal information that they 
use in a way that protects individual’s 
rights and expectations. 



GENERAL DATA PROTECTION LAW
Under the UK GDPR, it is necessary 
for businesses (or “controllers”) to 
comply with certain regulations with 
respect to the personal information 
collected.  They can only use 
personal information if they have a 
lawful basis:

1. Consent
2. Contract
3. Legal Obligation
4. Vital Interests
5. Public Task
6. Legitimate Interests

Image from Leicester College



GENERAL DATA PROTECTION LAW
COOKIE COMPLIANCE

Cookie – a small text file that is download 
onto your computers or smartphones when 
the user accesses a website.  It allows the 
website to recognize that user’s device and 
store some information about the user’s 
preference or past actions.

RULE:
1. Disclose the cookies;
2. What the cookies are doing and why;
3. Get consent to store cookie on their 

device.

Image from Cookie Information



COOKIE COMPLIANCE & PRIVACY NOTICE

RULE:
1. Disclose the cookies;
2. What the cookies are doing and why;
3. Get consent to store cookie on their 

device.



CASE STUDY
Mermaids, 5 July 2021
Mermaids, a charity supporting transgender 
youth, was fined on July 8 2021 for failing to 
keep the personal information of its users 
(including some sensitive personal information of 
children) secure. 

In its report, the Information Commissioner’s 
Office (ICO) found there to be a “negligent 
approach” towards data protection, with 
inadequate data protection policies and a lack of 
face-to-face training for staff. Despite Mermaids 
being a charity with just 18 employees, and the 
ICO acknowledging that Mermaids took 
immediate action to mitigate the damage to data 
subjects as soon as they were made aware of the 
breach, Mermaids were handed a fine of 
£25,000. 

Image from Civil Society UK

https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2021/07/ico-fines-transgender-charity-for-data-protection-breach-exposing-sensitive-personal-data/


CASE STUDY
BRITISH AIRWAYS, 16 Oct 2020

The Information Commissioner’s Office 
(ICO) has fined British Airways (BA) 
£20m for failing to protect the personal 
and financial details of more than 
400,000 of its customers.

An ICO investigation found the airline 
was processing a significant amount of 
personal data without adequate security 
measures in place. This failure broke data 
protection law and, subsequently, BA was 
the subject of a cyber-attack during 2018, 
which it did not detect for more than 
two months.

Image from The Hacker News

https://ico.org.uk/action-weve-taken/enforcement/british-airways/




CASE STUDY
FACEBOOK, 25 Oct 2018

Facebook has been fined £500,000 by the 
UK's data protection watchdog for its role 
in the Cambridge Analytica data scandal.

An ICO investigation found that "Between 
2007 and 2014, Facebook processed the 
personal information of users unfairly by 
allowing application developers access to 
their information without sufficiently clear 
and informed consent, and allowing access 
even if users had not downloaded the app, 
but were simply 'friends' with people who 
had."

Image from BBC News



CASE STUDY
FACEBOOK, 25 Oct 2018

• They used a personality quiz 
to harvest the Facebook data 
of up to 87 million people.

• Some of this data was shared 
with Cambridge Analytica, 
which used it to target political 
advertising in the US.

• The ICO found that more than 
one million people in the UK 
had their data harvested by 
the personality quiz.





ASA stands for _____________.

You discovered that Social Media Influencer X posted an unboxing video of the your latest 
products which you have sent her on her Instagram account. She did not state in her post 
the word “Ad”.  Is she liable under the advertising law? Yes / No

Supply the missing words: General _________ ____________ Regulation (GDPR).

What is the most important thing you should seek from your customers / consumers / 
clients when you are asking for their personal information?

A __________ is a small text file that is download onto your computers or smartphones 
when the user accesses a website.  
Hint: You can eat it, too. J





INTELLECTUAL PROPERTY LAWS
• Intellectual Property or IP refers to 

creations of mind. 

• Examples - inventions, designs and 
symbols, literary and artistic works, 
names and images. 

• Your IP is something unique that you 
create. 

• Why do you need to protect your IP
Image from LawLex.org



DOES IDEA COUNT AS IP? 

Image from Vectorstock



IDEA V/S EXPRESSION 
• Under UK Laws IDEAS do not 

count as Intellectual Property. 
• Idea-expression Dichotomy was 

formulated to ensure that 
manifestation of idea (i.e., 
expression) is protected rather 
than the idea itself. 

• An idea is a formulation of 
thought on a particular object 
whereas an expression 
constitutes the implementation of 
the said idea. 

• Examples?

Image from amlegals.com



TYPES OF INTELLECTUAL PROPERTY

Image from Cyworld Wealth Image from IPO Image from HA Factory

Image from VectorStock Image from Bamboostick



TRADE MARKS

A trade mark can be any sign that 
identifies you as the owner of your 
goods or services to make it clear 
they belong to you. The owner of a 
trade mark has exclusive use of that 
sign.

Image from BMAtanga IP Attorneys



ELEMENTS OF TRADE MARK
The main elements of Trade Mark are –

1. A Sign

2. Capable of being graphically 
represented

3. Capable of distinguishing the goods or 
services of one undertaking from those of 
the other undertaking. 

Image from IncountryValueOman.net



TRADE MARK & SOCIAL MEDIA 
• Twitter Policies: "Using another's trademark in

a manner that may mislead or confuse others
about your brand affiliation may be a
violation" of Twitter's trademark policy.

• Facebook Policies: Facebook recognizes trade
mark infringement violations to occur when:
"A trademark owner’s trademark (or similar
trademark) is being used without permission
on the site; that person’s use is in commerce;
and that use is likely to confuse consumers
about the source, endorsement or affiliation of
the person’s goods or services.

Image from Piunika web



COPYRIGHTS
§ Copyright can protect original 

literary, dramatic, musical and 
artistic work, as well as software 
and databases and audio/visual 
recordings.

§ Unlike trade marks, designs and 
patents, copyrights in the UK cannot 
currently be registered.

§ Copyright arises automatically in the 
UK as soon as certain requirements 
are met, including the need for the 
work to be written down or 
recorded.

Image from IPLeaders



ELEMENTS OF COPYRIGHT 
For your work to be protected by copyright law
it needs to be Original and Tangible.

1. Original - For a work to be original it must
be the product of your own skill and labour or
intellectual creation and should not just
replicate the work of someone else.

2. Tangible - This means that it can’t just be an
idea you've had. Instead, you need to have
expressed that idea in a physical form.

How to mark your work with copyright symbol?
© qLegal 2021

Image from logopik



COPYRIGHT INFRINGEMENT 
CASE STUDY : Warner Bros. Entertainment Inc. v. RDR 
Books

In 2000, a Harry Potter Superfan made his own Harry Potter 
Lexicon website, where he incorporated and organized 
extensive quotations and plot summaries from J.K. Rowling’s 
text. The Harry Potter Lexicon became the encyclopedia for 
Harry Potter facts. 

In 2007, the superfan was approached by publishing company 
to print the content of the Lexicon. However, J.K Rowling and 
Warner Bros filed a case against it because according to 
Rowling, the Harry Potter Lexicon amounted to “Wholesale 
Theft”. The US court ruled that the Lexicon book infringed 
Rowling’s work and permanently stopped its publication. 

Image from Esquire



COPYRIGHT & SOCIAL MEDIA 
Facebook: Facebook allows
you to report individual posts
or pages which violate
intellectual property rights.
Click the dropdown button on
the right side of the post or at
the top of the page and select
the report link. You can cite
intellectual property as the
reason for your report.
Alternatively, Facebook has
an online form which you can
use to escalate such issues.

Image from Plagiarism Today





IP stands for _________

_________ is a sign that identifies you as the owner of your goods and services. 

An Idea can be protected? True/False 

© is the symbol of Trade Mark? True/False

Identify Trade Mark and Copyright from the following -

Image from Bitlaw Image from Pinterest Image from literature work Image from Tindale



OTHER INTELLECTUAL PROPERTY LAWS
§ PATENTS
In order to obtain a patent in the UK the 
invention must be –
1. novel (i.e. unknown to the whole world)
2. inventive (i.e. not obvious)
3. Be capable of industrial application 

§ TRADE SECRET 
Trade secrets can protect business information 
such as recipes and customer lists. In the UK 
trade secrets can be protected under the 
common law of confidence, by keeping the 
information secret and only disclosing your 
trade secrets to people who have signed a 
non-disclosure agreement with you.

Image from Adamson & Partners

Image from HungryForever



NON-DISCLOSURE AGREEMENT (NDA)
A Non-Disclosure Agreement is a legal 
contract, where the parties agree not to 
disclose any confidential or sensitive 
information. 

INTERPLAY OF TRADE SECRET AND 
PATENT 
The KFC’s secret blend of 11 herbs and 
spices and Coca-Cola’s recipe for their 
signature drink are examples of trade 
secrets – the companies preferred to keep 
these secret rather than patent them.

Image from The Gaurdian



§ DESIGN 

Designs protect the appearance, shape, 
configuration or decoration of the whole 
or part of a product. Requirements for 
protection include that the design is new 
and creates a different overall 
impression to any earlier design already 
in the market. 

Image rom interslice





Patents can protect inventions which are not yet in public domain? True/False

Coca-Cola’s recipe for their signature drink is an example of patent? True/False

Infringement of design can be protected by registration of design? True/False

NDA stands for ________

Recipes or customers lists can be protected under ________



PROTECTION OF INTELLECTUAL PROPERTY 

Image from Apple

The iPhone Logo: TRADE MARK

The Programming/Software: PATENT

The set of codes or Language used: 
COPYRIGHT 

The overall shape and appearance: 
DESIGN 



GUESS? 
Dyson Supersonic™ Hair Dryer

https://www.dyson.co.uk/hair-care/dyson-supersonic/dyson-supersonic-overview




UNREGISTERED IP RIGHTS & SOCIAL MEDIA 
PITFALLS THAT CAN IMPACT YOUR BUSINESS 
• Goodwill is the brand reputation which is built 

up in relation to specific goods or services and 
which attracts customers. 

• Passing off actions allows the owner of 
unregistered rights to sue third parties using 
an identical or extremely similar brand . 

DRAWBACKS OF UNREGISTERED IP RIGHTS :
- Uncertainty and a heavier burden of proof 

- The need to go to court to prove your point in 
the first place 

Image from BBC News



WAYS TO MITIGATE IP RISK ON SOCIAL 
MEDIA
• Register your rights e.g., registration of 

trade mark

• Implementation of social media policies

• Regular training for employees 
explaining what company IP assets may 
and may not be shared on social media. 

Image from Southwest Florida Business & IP Blog



SOCIAL MEDIA CAMPAIGN
CHECKLIST

ü Comply with existing advertising laws (ASA Code and CAP Code).
• Remember the rules when an ad is posted by the brand itself v. when it was 

posted by another person (celebrity / social media influencer)
üComply with consumer protection laws.

• Fully disclose if it was a paid or sponsored post.
ü Follow Data Protection Laws

• Seek consent from your clients when you collect any personal information 
and protect it and comply with cookie regulations.

ü Protect your Intellectual Property (IP)
• Copyright, Trade Mark, Patent, Trade Secret and Design

ü Comply with the Terms & Conditions of the social media platform used.
ü Formulate your company’s own Social Media Policy & train your employees.



RISKS – BENEFITS ANALYSIS

Brand 
Awareness

Content 
Reach

Minimizes 
Costs

Real-time 
Marketing

BENEFITS
Infringement 
of Original 
Work

Tedious 
Process

Fines or 
Sanctions

Costs for 
Registration

RISKS



THANK YOU! 
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